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Efficient image reversible authentication method based on IPVO
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Abstract: A reversible image authentication method based on wavelet-domain prediction error
histogram translation is proposed. First, the image to be authenticated performs a Haar wavelet
transform. Second, the low-frequency and high-frequency subbands obtained from the transform are
separately partitioned into blocks, and an authentication code is generated based on the coefficient
values and locations of these blocks. Then, the authentication code is embedded into the blocks using
the improved pixel value ordering (IPVO) method, and the image containing the authentication
information is reconstructed using the Haar wavelet inverse transform. In the authentication stage, the
tampering detection function is realized by extracting the authentication code and generating the
authentication code. If the image is not tampered with, the original image can be recovered losslessly.
Experimental results show that the method provides more accurate detection results and ensures a
certain level of image quality.

Key words: image; reversible authentication; fragile watermarking; tamper detection

WEE T EALEOR R R, PRGOS WO IS K ER — RO B UL A DT 1
MR RO A 5y o TR, (NS KETR A SR AT 30, 2 S BURIR K&

» UWCRSEHEA: 2024 -05-25 FHBH: 2024-06-19 MEEE HEE: 2024 -07-12
E£WH: EEAKRPERS(U2336208, 62072481)
EERN: KIUE(19954F4), J SRERAE : vl 35 B RO A S IAGLE ;
E-mail: zhanghh73@mail2.sysu.edu.cn i FO
WEEE: WHE(973454), B ARAE: ATHELEMEZEIRE 4, -l

E-mail: huangfj@mail.sysu.edu.cn ZR20240175

£ X%




5

AR, A5 T IPVO B m R R AT I )T 12 107

PR EeE B AR, S /KEARE, nlfE e R
AR IR Z AT, FEiRA TIEEE, A
BARTT LY 58 205, FL A AR 180T LA i
P, MG OAIESS & T 0] 5 B B £
IKENEEAR, TERCTFMURLER I | B2 27 5 A5 R E] 1k B
UE S SRl A BAT F 2

EFa R L Eg R EMER, BT FEZR
=R RT {2 B R WS . JC i R 4 (Barton,
1997) . Z{H ¥ & (Tian, 2003) Fl B )7 K ¥ #
(Nietal., 2006), J 1 i#F—DHEmEm ARy, WD
MAJF I EGRE, PR AR T —R5H
AL R BRI T s o X B Ty VA LS — 4 T R 22
B )5 [El3E (Tsai et al., 2009; Jia et al., 2019) . £ 4
T % 22 B 7 B3 (Ou et al., 2019; Zhang et al.,
2020) . 1% ZE EHERF 2 (Wu et al., 2020; Fan et al.,
2021) . £ H 5 K % (Li et al., 2015; Qin et al.,
2019) . dEXFAR B 5 Bl (Kim et al., 2019; 4] £ 7%
S5, 2019) DL 45 4 4 AU 45 0 2 g S T 5% 2%
FEB 5 (Hu et al., 2021, 2022), iE4EHK, %%
1P B3k T s 2] T 25 S R DGIE ST . Lee et
al. (2006 ) # #}& Holliman et al. (2000) (9 77 15 2 /A
WEAS B, SRJE FIH 2B 10 7 2ol i A K&
. Loetal.(2014)#&H T —Fp G 43 B Ho T %E 7
ey T eAIE 2, BRI I NS AER
oyHe, AT EEAS R R 2 O, SRR
XTSRRI, NI N LEAR R IAIES B
AN 4rHerf . Nguyen et al. (2016) [5]F£ X E 14
AT, RREAS S B T /N AR e, 3E B ek
NI R EGR ARG B o A T if— PR ER 1L
HAR BN, Yin et al.(2016) $2 H et 55 %
AT A AR, SRR RS B G R TS
SR NASGYHE, IER TR R EHEE 0 kA
EAR B AN o Herbr ) WS T 84 9 IATERICR .
Hong et al.(2017 )i i 5 | A FeARAT R0 4 i) 77 K
f e T X T AR R 0 F 20 B TG AT ROAGIE Y 7]
., Yao et al.(2020) & H T —Fp 5 & W o r ik,
HH WK BR o #o RSE /N 43 e, DT 3K
PRIATEAS B B $2 8 . TiA45(2022) 4 T 2 %1 Hong
et al.(2017) J7 vE e bk, ¥ B p (7 Headk A7
Arnold & &LJ5 A BT B AR .

BUA A AT 396 DA IR Jy 32 76 1 A R I 2R AT A
BRI FZS 0 . 1Ak, fENEE Bk AR,
X7 AT AR 23 R e R AL s B i, TCVE I 2
e B GO A 75 5K o AR SCRE IR ik A 21 2K

PREMR /NS . AN, W RN A B FLUA B
UF TR, RENSTE AR B 1 T A S5
BRSPS SCSR I AR /I i % 3 PR 1t
AR A e, T R R 3 A T AR
Tk BRSBTS T EAR G AT R, T
HARZH e BA M ERIRE ST

1 IPVO TIENH

1.1 A&

IPVO J5 i 24 PVO Jr ik Bk, He 22 A0 B
IR o EAR R4 RN TR BLR T B 4 B
SR E A () 200 o0 10 v, AT THEHE
FEARE) {x,0 20 o0 2, 0 %, ) PR RR 0 208
xoﬂ'f:{xl, Koy 0y X,y_ s x,}*‘ﬂ"ﬂﬁﬁ, ,‘i'[x,-=xjﬂ_
i<jif, Ao <o,

BT AERKAR Z Ex, PR bit(F A, 5
WMR 2 d,, = 2, - x,, P

u= min(O'”, (7”71), v = max(an, O'nfl)-
G d,, I E BB EIR R v, Tk A 1 bit
(EPs!
%, + b, dm=1ﬁ0; 0
b = ' § 1
' qu + l’ dmax > 1 ﬂ dmax < 0.

R, BN 4, = x, - v, Hotfrs =
min(, o), ¢=max(o, o) A, (fRE
BIEARER , THRA 1 bitfF E

x, —b, d, =152 0;

% 41w d, <0 2

x!

Ty

X, = 1,

Sorfr e, HIEEOR MR ) WIEHR B,
IMEFAE ;s b AFHRARGEE (b =081),

i 22 (D) F2) A7 W, Y R 22 {8 d =
{0, 1yEF, AT LUK B b i A B i K /MR R (H
{x,,l, xun}qj; Md<0oud> 10}, Xﬂ'xunj]l] 18w,
WL, N 01 d TR . KT L d i
WP — AL, AR DL B AR, e AE
BIE, BT RIS BUE, i A G EE R
<t i, e i B MR 22

TE$2 U3 P iR AR B, R 2 Herb (g
REHTIFHT, O ERIr B AT A
M PENR2E 4, A d,,, FECPSRIBUT AR,
e s sy Je o A E03) M (4) 1T d), Al
dl, PHRIBUE R, o R ERIBGE R AT



108 iRz CHARBRA R 9E30) % 63 %
y {o, d, =1 1% 0; ) {50, 61, 59, 55} i A7 f& & #o I+ ¢ HF 7 15

1, d.=-1 i 2; {a0. ab. al, alf=1{50, 55, 59, 61}. i Wl i% 2

y V,d':1ﬁo; @ fHd,, =, —x =61 -59=2, WA, PRI

L, dy,=-1 802 FeFsib = 1,, IFRIEAN )R, B x,, = x), -

G2 (5) F1(6) ik JF A B al de KGR
x, A/ MERE M x, -
Xy d.=1 58 0; 5
a, = ~, 5
Tk =1, > 1 B dl, <0
W, di, =1 3 0; o
T 1, A > 1 B, <. 6
1.2 5241

— A BB 1) Of 5 22 BB IPVO ik A
o BIRHE2 x 20 HURRME R (v, 5 x5 24} =
{51, 60, 59, 55}, XfHIHTFHIT 5155
{0',, o, 0, 04}={1, 4, 3, 24,
{%0 %y 2, %, ={51, 55, 59, 60}.
SR u =20 v=3, XFRIH
x, —x,=60-59 =1, WA LIz

L2.1 A
WO % 2 (8 d,,,, =
A THRHE B

B AR b = 1,, BR(D)¥b = 1,
ANFUR R, =w, + 1 =611 kM, s=1,¢=
4, XM d,, =x -« =51 - 55=-4, A 2 %
AF&AE; HaX QO RHRE «, Bl 1AL, Wi, =
x, - 1=50. % M LA b i A B B S
{a0,. ). al, al}={50, 55, 59, 61}, 5& it A
JG O 4y B 1% R OE R {x), xh xh xl)=
{50, 61, 59, 55}

.22 $ BUW R R4 Bk (&, xl, xf, xl) =

BT

1=w;Hﬁﬂ,ﬁ%ﬁ@w§ﬁ%5m—m—
50-55=-5, WIPWAX(6) L) «x, =x, +1=
50 + 1 =51.

2 EME R IAGIE

Frde R B A TR W TR . AT
BT RN R 512 x 512 1Y LG R X AT — s
IR/NIE AR M, 4533 K/NR 512 % 256 (ARSI 77 X
DI R B X0 ARG, R 4 Je A5 3 A I A 7
X' R X" o0 A TA KN4 x 4 HEARE
B AR S PO B R EE Ao Befr AR R
A BCGIERS , PR GRS A B ey . fEAR R
Al A IE LT, AR UERS AN 2577 26 A% 2 .
B e, A P RN A R AR J B AR A
Y 5 & Y AR O IE R Y.

2.1 MARINE TR

W IR 7N AR 0 BB A 0 R AT 22 ROBE 40 #T
B o i R ASTR ROBE B 45, 43 il 3R A [m) Bt
BT o RIS B B AR ) AR S, T e
R 43 s B S I AT R 05 B o TR T4l
i A G B AT LAY/ % GO v ot (Y 52, 1T
TE R - Hh A {5 2 0 RT L) R IR X6 s A5 4
TINBURP RS, PR A B RRRE . A,
BRI IR /NI A ¥ BT R AF R SR R R IAIE
S VAR 0 v A0 A 30 ek W O )N I 3 AR 4 A
A DA RS B350 40 A B EG b, & FHIA
WERICR

A —{ ki (TR LR

R
X

A s —{ A mihiER (A ER

INIE R

Y

B EERT AE DT i R R

Fig. 1 Flowchart of the image reversible authentication method
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